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Aim  
 
This policy aims to:  
 

• Promote the professional, ethical, lawful and productive use of Bourne End Academy’s ICT systems and 
infrastructure.  

• Define and identify unacceptable use of the school’s ICT systems and external systems.  

• Educate users about their data security responsibilities.  

• Describe why monitoring of the ICT systems may take place.  

• Define and identify unacceptable use of social networking sites.  

• Specify the consequences of non-compliance.  
 
All users of the school’s ICT systems and Cloud-based ICT systems are expected to read and understand this policy.  To 
confirm acceptance of the policy, users will sign an Acceptable Use Statement (attached); while students confirm 
acceptance of the policy each time they log in to the school’s ICT systems and Cloud-based ICT systems.  Breach of this 
policy may result in disciplinary action.  
 
If you are in doubt about any part of this document, please speak to the ICT Services Department in school.  
 
Provision of ICT Systems  
All equipment that constitutes the school’s ICT systems is the sole property of Bourne End Academy.  No personal 
equipment should be connected to or used with the school’s ICT systems (excluding removable media or devices, such 
as USB memory sticks).  Users must not try to install any software on the ICT systems without permission from ICT 
Services, as this could jeopardise the integrity of the school’s ICT systems and/or be in breach of copyright law or licence 
agreements.  If software is installed without permission, it may cause extensive damage to the ICT systems and users 
could be held personally liable for any costs incurred in rectifying the damage.  
 
It is the responsibility of ICT Services to purchase and/or allocate ICT equipment to individuals and subject areas.  
Individual laptop/desktop computers or ICT equipment may be removed at any time, without prior warning, for regular 
maintenance, reallocation or any other operational reason.  Consequently it is the user's responsibility to back up any 
school or private work and/or data that may be stored on the user’s computer hard drive.  All documents must be saved 
to an appropriate network drive in school to be able to access the back-up systems. ICT Services cannot accept any 
responsibility for data loss incurred through regular maintenance of a computer, through hardware failure or malware 
attacks.   
 
Bourne End Academy cannot be held responsible or liable for the loss of any personal or private data stored on its ICT 
systems.  Users are not permitted to make any physical alteration, either internally or externally, to the school’s 
computer and network hardware.  
 
Network Access and Security  

- All users of the ICT systems at Bourne End Academy must first be registered.   
- This Acceptable Use Policy forms part of the registration process and all users are expected to read and agree 

to this policy.   
- Following registration, a network user account will be created, consisting of a username and password.   
- Other application account credentials, such as Show My Homework, BucksGFL MyMaths, SAM Learning, Lexia 

and/or the VLE, may also be issued to the individual.  In most cases these will have the same username, but for 
data security purposes different passwords must be used.   

- All passwords should be complex to ensure data and network security.  All user account details are for the 
exclusive use of the individual to whom they are allocated.  

- Each user is personally responsible and accountable for all activities carried out under their user account(s).  
Users must take all reasonable precautions to protect their user account details and must not give or divulge 
them to any other person, except to designated members of the ICT Services team for the purposes of system 
support.   

- Users must report any security breach or suspected breach of their network, email or application account 
credentials to ICT Services as soon as possible.  

 
Users must not leave any computer logged onto the school network unattended, Activity that threatens the safety of 
the school ICT systems, or activity which attacks or corrupts other systems, is forbidden.  
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Using the Internet (World Wide Web)  
Internet access is provided for academic use only. Users’ Internet activity must not knowingly compromise the security 
of the data on the school ICT systems or cause difficulties for any other users.  User actions or inactions which 
intentionally, or unintentionally, aid the distribution of malicious software, such as viruses, are forbidden; this includes 
hoax virus messages.  Users are also forbidden to create computer viruses or any other forms of malicious code.   
 
Access to or content on certain web sites may be blocked by a content filtering service in order to protect the user and 
the school.  Bourne End Academy cannot be held responsible or liable for any damage caused to the user by the 
accidental viewing of untoward material.  Please note that 'untoward material' may be down to individual perception.  
The content filtering service is provided on a “best efforts” basis; it is not perfect and if users do accidentally access 
untoward material they should inform ICT Services immediately.  
 
Social Networking Sites  
The use of social networking sites, such as Facebook, Twitter and YouTube, is becoming part of everyday life for many 
people and they can be a useful learning tool to engage and communicate with audiences if used well.  Unfortunately it 
can be all too easy for people to vent their frustration or anger on these sites in the heat of the moment, without truly 
thinking through the ramifications of what they have said, and for all to see.  The misuse of social networking sites can 
have a negative effect on a school’s reputation or image (and individuals within the school).  In addition, thought must 
be given to safeguarding Bourne End Academy’s students and acceptable boundaries being enforced to protect users. 
 
Therefore to help users at Bourne End Academy decide what is and is not appropriate to post on a social networking 
site (including School owned social networking sites or virtual learning environments), and help define the boundaries 
to safeguard students and staff, the following guidelines and restrictions most be adhered to:  

• The use of any Social Networking sites during the school day is strictly prohibited. 

• Social networking sites should be used responsibly and users should ensure that neither their personal and/or 
the school’s reputation, or the reputation of individuals within the school are compromised by inappropriate 
postings.  

• It is important that users, to the best of their ability, try to protect themselves and all other users from 
allegations and misinterpretations that can arise from the use of social networking sites.  

• Safeguarding students is the responsibility of all users and it is essential that users consider this and act 
responsibly when using social networking sites.  

• The use of the school’s name, logo, or any other official representation of the school must not be used on any 
social networking site.  

• No school information, communication, documents, videos and/or images should be posted on any personal 
social networking sites.  

• The disclosure of confidential or the disclosure of information or images that could compromise the security of 
the school is strictly forbidden.  

• Students must not knowingly cause annoyance, inconvenience or needless anxiety to others (cyber bullying) via 
social networking sites.  

• Students must not write or say anything offensive, threatening, derogatory, defamatory or inappropriate about 
the school or anyone at or connected with the school on social networking sites.  

• The school’s Child Protection Policy provides further details about safeguarding and the use of social 
networking sites.  

• If in doubt about any aspects of the use of ICT and safeguarding, it is the user’s responsibility to consult the 
school’s designated person for child protection.  

Any users found in breach of this policy in regards to social networking sites, will be expected to remove the offending 
material immediately upon request by the Headteacher.  
 
E-mail  
The guidelines and restrictions related to social networking sites apply to e-mail.  Additionally, where e-mail is provided, 
it is for academic use, with reasonable personal use being permitted and must comply with this acceptable use policy.  
Users are responsible for all e-mail sent from their account and for any contacts made that may result in inappropriate 
e-mail being received.    All e-mail, whether internal or external, should be written in standard of language and content.  
Remember e-mails are often forwarded without the original author’s knowledge or may be inadvertently sent to the 
wrong person.   
Communication by e-mail is not a secure means of transmitting information.  An e-mail can be intercepted or sent to 
the wrong person or organisation.   You also must not send e-mails that could reasonably be construed as defamatory, 
discriminatory, threatening, harassing, obscene or otherwise offensive.   Never open an e-mail attachment if you do not 
know or trust the sender, as the attachment may contain malicious code which could damage the security of the 
school’s ICT systems.  Delete them immediately.  



ICT Systems and Internet Acceptable Use Policy                                                       Bourne End Academy 

Page | 4 
 

 
 
Monitoring of The ICT Systems 
The school may exercise its right to monitor the use of its ICT systems.  This includes, but is not limited to, websites 
accessed, the interception of e-mail and the viewing of data stored, where it believes unauthorised use of the school’s 
ICT system is, or may be taking place, or the system is, or may be being used for criminal purposes.  Any inappropriate 
material found will be deleted. The school reserves the right to use CCTV to monitor use of any of the ICT Suites. 
 
Privacy  
It should be noted that members of the ICT Services team with the appropriate privileges have the ability to access all 
files, including e-mail files, stored on both the school computer network and BucksGFL.  However, the appropriately 
privileged ICT Services staff will take all reasonable steps to ensure the privacy of the users and maintain professional 
discretion.   Access to a user’s personal area of the school network, including files and e-mails, will not be given to 
another member of student or an external organisation, unless authorised by the Headteacher.  Such access will 
normally only be granted where a breach of the law or a breach of this policy is suspected, or when a documented and 
lawful request from a law enforcement agency, such as the police, has been received 
 
Data Protection Act 1998  
Bourne End Academy is committed to protecting the rights and privacy of all individuals in accordance with the Data 
Protection Act 1998.  This includes all users of the ICT systems.  The school needs to process certain information about 
its staff, students, and other individuals with which it has dealings for administrative purposes. To comply with the law, 
information about individuals must be collected and used fairly, stored safely and securely and not disclosed to any 
third party unlawfully.  
 
It is the responsibility of every user of Bourne End Academy’s ICT systems to ensure that the Data Protection Act is 
followed and adhered to.  Any breach of the Act will be considered an offence and will be dealt with in line with the 
school’s behaviour policy.   If you have any concerns regarding what is or is not acceptable use of the information stored 
about individuals on the school’s ICT systems, please contact the ICT Services Manager. For more information regarding 
the Data Protection Act 1998, please go to: http://www.legislation.gov.uk/ukpga/1998/29/contents 
 
Copyright, Designs and Patents Act 1988  
The Copyright, Designs and Patents Act 1988, together with a number of additional laws that have amended and 
extended it, controls copyright law.  The Act makes it an offence to copy all or a substantial part (which can be quite a 
small section) of a piece of work that has been copyrighted.  There are, however, certain limited user permissions, such 
as fair dealing, which means under certain circumstances permission is not needed to copy small amounts for non-
commercial research or private study.  The Act also provides for Moral Rights, whereby authors can sue if their name is 
not included in a work they wrote, or if the work has been amended in such a way as to impugn their reputation.  
Copyright covers materials in print and electronic form.  It includes words, images, sound, moving images, TV 
broadcasts, computer software code and many other media types.  For more information regarding the Copyright, 
Designs and Patent Act 1988, please go to: http://www.legislation.gov.uk/ukpga/1988/48/contents 
 
When a Student Leaves the School  
When a student leaves Bourne End Academy, any files, including e-mail, left on the school's ICT systems will be 
considered the sole property of the school.  The school reserves the right to delete the files and close the user’s 
account.  
 
Legal Responsibilities  
Users are personally responsible for ensuring that their use of the school’s ICT systems, Internet, Cloud-based ICT 
systems and social networking site accounts is lawful.  Students failing to do so may result in prosecution in a court of 
law.   Students are forbidden to use the school’s ICT systems, Internet, Cloud-based ICT systems and social networking 
site accounts for: - 

o personal financial gain, gambling, political purposes, advertising or criminal activity 
o accessing pornographic, racist or offensive material, unless it is for genuine school curriculum research 
o viewing and/or storing unlawful text, imagery or sound 
o retaining or distributing material which is offensive, obscene or abusive 
o causing annoyance, inconvenience or needless anxiety to others (cyber bullying) 
o writing or saying anything offensive, threatening, derogatory, defamatory or libellous about another individual 

or company 
 
  

http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/ukpga/1988/48/contents
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Failure to Comply with the Policy 
Any failure to comply with the policy may result in disciplinary action.  Depending upon the severity of the offence, a 
breach of this policy may be considered gross misconduct leading to permanent exclusion.    Any unauthorised use of 
the school’s ICT systems, Cloud-based ICT systems, the Internet, e-mail and/or social networking site accounts, which 
the Headteacher considers may amount to a criminal offence or is unlawful shall, without notice to the user concerned, 
be reported to the police or other relevant authority.   The school reserves the right to audit and/or suspend a user’s 
network, e-mail and/or application account(s) pending an enquiry, without notice to the user concerned. 
 

Sanctions 

At Bourne End Academy we take use and abuse of the school network and the Internet very seriously. The school 
computers should be used specifically for educational purposes and not for playing games in lessons or accessing 
inappropriate sites. This document details the sanctions given to students for each offence. The severity of the 
punishment increases with re-offences in the hope of stopping students from reoffending. The sanctions detailed below 
are separate from other school sanctions such as behaviour points, detentions or exclusions. However, if an offence is 
serious enough, such as use for bullying, in addition to internet, email or network bans, the school internally or 
externally exclude a student and if very severe offence, permanent exclusion would be considered. 
 
If an offence is deemed to be very severe a longer ban or network ban may be issued even if it is a first offence.  If 
physical damage is done to any of the schools IT equipment, the school will seek reimbursement form the student. 
 
Offence - Network 
1st Offence  Warning issued to student by teacher 
2nd Offence  2 Week ban and letter to parents 
3rd Offence  4 Week ban, letter to parents/carers for file and a meeting  
4th Offence  ½ Term ban and letter on file, external exclusion and meeting with parent   
 
Offence - Internet  
1st Offence  ½ Term Ban 
2nd Offence Meeting with parents and ban from all computer usage, to be determined at the meeting.  
 
 
What is considered an offence? 
 
Network offence examples:  

• Deliberately damaging IT equipment 

• Using another Student’s account (School network or Bucksgfl email) 

• Letting another student use your account 

• Inappropriate content - images, text or language 

• Accessing inappropriate areas of the school network 

• Use of account or school network to bully others 

• Hacking, or accessing folders/files not appropriate for students 

• Interfering with school IT equipment (removing cables etc) 

• Printing inappropriate material 
 
Internet offence examples:  

• Playing games in lesson 

• Accessing the Internet when told not to 

• Accessing inappropriate websites in school, for example 

• Use of images of staff and other students on social media sites 
o games 
o pornography 
o social networking sites 
o chat rooms 
o gambling 
o violence 

• Using Bucksgfl email for non-school purposes.  This is not a social email account. It should only be used to send 
work to and from school, lesson content and teacher contact with students. Use of email is monitored by 
Bucksgfl as well as school. They can disable accounts used inappropriately. 

• Use of internet proxy site to access blocked sites. 

• Inappropriate content - images, text or language 

• Use of account or school network to bully others 
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Definitions of terms within this policy 
 
ICT Systems  

 
Refers to the hardware and software that constitute the school’s 
computer network, including any standalone computer 
equipment.  

Personal Files   
Files created by the user for their own personal use which do not 
relate to the user’s work at Bourne End Academy.  

Offensive Material or Content   
This may include but is not limited to:  

• Pornographic or sexually explicit material 

• Racist, sexist or homophobic material 

• Tasteless material (such as depiction of injury or animal 
cruelty)  

 
Malicious Code / Software (Malware)  Software or program code that has been designed to be 

annoying, intrusive or hostile that can infiltrate damage or 
retrieve information from a computer system without the 
owner's informed consent. This includes computer viruses, 
worms, trojans, spyware, adware and any other malicious and 
unwanted software.  

 
Complex Passwords  

 
The password:  

• Must be 8 characters  

• Must contain at least one number  

• Must include at least one UPPER case letters  
 

VPN (Virtual Private Network)  In the case of Bourne End Academy, the VPN is a secured private 
network that uses the Internet to connect remote users to 
Bourne End Academy’s computer network.  

 
Network Account  

 
Consists of a username and password issued to a user, which 
allows them to log onto and use the school’s ICT systems  

 
Application Account  

 
A user account, different to a user’s network account, used to 
access an application hosted on the school network or the 
Internet, for example. Show My Homework, BucksGFL or the 
VLE.  

 
User Account  

 
Refers to both a user’s school network account and/or 
application account(s).  

 
Social Networking Sites  

 
Defined by, but not limited to, websites such as Facebook, 
LinkedIn, MySpace, Bebo, Twitter, blogging sites, public forums, 
public media sites for posting material such as videos, images or 
comments on, such as YouTube, and any other sites which make 
available personal views to the general public.  

 
Cloud-based ICT Systems  

 
Refers to software or web applications that are hosted outside of 
Bourne End Academy and accessed through the Internet, which 
the school subscribes to.  

 
Cloud Storage  

 
Defined by, but not limited to, websites such as DropBox and 
SkyDrive; where users can save their work on a hosted storage 
platform, which is accessible from anywhere in the world.  
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Bourne End Academy 
Acceptable Use Policy for the School ICT Systems and the Internet 
 
ALL STUDENTS MUST SIGN A COPY OF THIS AGREEMENT ON ENTRY TO BEA, OR IF UPDATED 
WHILST AT BEA.  By signing this Acceptable Use Statement:  
 

• I confirm that I have read and understood the ICT Systems and Internet Acceptable Use Policy in force at the 
date of signature. 
 

• I agree to abide by the terms and conditions set out in the policy.  
 

• I will only use the internet when supervised by a teacher or adult. 
 

• I will never tell anyone I meet on the internet my home address, my telephone number or my school's name, 
unless my teacher specifically gives me permission. 

 

• I will never send anyone my picture without permission from my teacher/parents/carer. 
 

• I will never give my password to anybody even my best friend and I will log off when I have finished using the 
computer. 

 

• I will never arrange to meet anyone in person without first agreeing it with my parents/teacher/carer and get 
them to come along to the first meeting. 

 

• I will not access Internet chat rooms or other social networking sites from within school. 
 

• I will never send unpleasant, suggestive or bullying emails, or use bulletin boards in this way. 
 

• I will never respond to unpleasant, suggestive or bullying e-mails or bulletin boards and I will always report it to 
a teacher or parent. 

 

• I will not use or look for bad language or distasteful images while I'm online and I will report bad language or 
distasteful images to a teacher or parent if I come across them, even accidentally. 

 

• I will always be myself and will not pretend to be anyone or anything I am not. 
 

• I know that my teacher and the Internet service provider will check the sites I have visited. 
 

• I understand that I can access only sites and material relevant to my work in school and that I will not be able 
to use the Internet if I deliberately look at unsuitable material. 

 

• I understand that I will not be able to use the Internet if I hack into the school’s or other systems. 
 

• I know that the posting of anonymous messages and the forwarding of chain messages is not allowed. 
 

• I know that the contents of my e-mail messages will be monitored by the Network Manager 
 

• I may not download software from the Internet (including screen savers, games, video clips, audio clips, *.exe 
files). 

 

• I know that information on the Internet may not always be reliable and sources may need checking.  Web sites 
may be sponsored by advertisers. 

 

• I will not use e-mail to send or encourage material which is pornographic, illegal, offensive or annoying or 
invades another person’s privacy 
 

Signed: _____________________________________ Student Name: ___________________________   
 
Parent / Carer: ______________________________    Date:   _________________________________  
 

Please return the signed Student Acceptable Use Statement to the School Office to be held on your student file. 


